
  

 

Abstract—This paper proposes a security model for a 

national electronic Identity Document (e-ID) in Colombia, 

based on blockchain network concept using smart cards and 

taking advantage of the traditional authentication methods as 

biometry (citizen authentication) and physical security 

(document authentication), in order to reduce the security 

issues of the currently used Identity Document. The proposed 

model uses smart cards to store information of the citizen, such 

as the encrypted template of their biometric features in order to 

perform user authentication, fingerprint and iris recognition 

technologies. In addition, the well-known benefits of a private 

blockchain network are exploited to verify the authenticity of 

the document and validate the legality of the user transactions. 

The blockchain network architecture are also presented 

defining the block structure, the type of transactions and the 

blockchain approach for the e-ID. 

 
Index Terms—Authentication, blockchain, identity, 

identification document, information privacy. 

 

I. INTRODUCTION 

Blockchain is a technology which is based on the idea of a 

decentralized accounting book that cannot be altered or 

modified, where consensus is required from all network 

members and all validated transactions are recorded [1]. This 

technology is characterized by providing decentralization, 

integrity, reliability, traceability of information and 

non-repudiation by users. These features bring benefits in 

different areas, such as the veracity of transactions, i.e. for a 

transaction to be valid it must be signed by the user's private 

key and must be approved by the set of nodes generating the 

blocks into the blockchain [2]. As a distributed accounting 

network, if a node is being attacked, the other network 

members has access rights of a copy of the accounting book 

avoiding a fraudulent book's modification [3]. In addition of 

the security features, Blockchain is also claimed as a tracking 

transaction system providing user's transaction information 

in short time [4]. 

Blockchain is a distributed database and a decentralized 

transaction data technology, applied for the first time in 

Bitcoin cryptocurrency in 2008 when the idea was coined [5]. 

Since then, as explained by Bocek et al. [4], blockchain 

technology can be used in applications such as fraud 

detection, identity management, document verification or 

governmental services.  

In the Colombian society context, the registration process 
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is understood as the right that a citizen has from its birth of 

being individualized by the state, which upon the constitution 

gives him or her the possibility of exercising his rights and 

duties in society. On the other hand, the identification process 

is understood as the recognition of an element that contains 

some of the data recorded by each citizen, including 

biometrics measures which identifies them in an 

unambiguous way [6]. 

 

 
Fig. 1. Example of colombian ID From [8]. 

 

The element that contains the information of a person to be 

identified, is known as a National Identity Document (ID) Fig. 

1, in which is printed the holder photograph, name, date of 

birth, and other personal details. The card itself works as an 

official proof for a person to be identified but it does not have 

a chip inside that allows to perform online transactions in a 

secure way.  

In Colombia, the authorities have registered almost 

thirty-four thousand misplaced documents that can generate 

cases of identity theft, in addition there have been cases in 

which offenders clone documents of people to avoid 

authorities and commit fraud [9]. There are also cases with 

lost or stolen identification documents used by criminals to 

falsify people’s identities in order to take out bank loans or 

sell their properties [10]. Another common problem in 

Colombia is electoral fraud, where deceased person’s ID are 

used to validate fraudulent votes.  

In the current identity document Fig. 1, the document has 

the fingerprint of the citizen visible on it, which is used to 

authenticate the identity of the document bearer, however this 

feature generates a security flaw when sharing sensitive 

identity information, i.e. any person could take the image of 

the fingerprint and easily duplicate it for fraudulent purposes 

[11].  

Considering the security flaws that a national ID can have 

particularly when transactions are made from it. There is a 

clear gap for introducing new technologies for tracking and 

validate transactions.  

Nevertheless, due to the current technological advances a 

new concept of an electronic Identity Document (e-ID) has 

appeared, which consists of generating the same ID 

document into a smart card where data can be stored digitally 

(Name, date and place of birth, facial image, and fingerprints), 

and in addition, it includes more complex security measures 
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by encrypting personal data, besides of giving access to novel 

online services for citizens [7] and using physical security 

technics to protect the document. 

Certainly, blockchain network combined with user’s 

authentication and identification processes can be applied to 

overcome the aforementioned issues and offering additional 

services. In the ID context, user’s authentication is the 

process to verify and validate the relationship between the 

document and its owner, these processes are based on the 

concept of strong authentication, which consists of the 

verification of four factors: something that the person has 

(Card), something that the person knows (PIN), something 

that the person is (Fingerprint) and something that the person 

does (Signature) [12].  

The combination of these factors generate a more secure or 

strong authentication for the identification of the person. The 

aim of this paper is to propose a new security model for a 

national electronic Identity Document (e-ID) in Colombia, 

based on blockchain network concept by using smart cards to 

store the information of the person, such as the encrypted 

template of some biometric features of the person to perform 

user authentication; also using the benefits of a private 

blockchain network to verify the authenticity of the 

document and validate the legality of the transactions that a 

user would do.  

This paper is organized as follows: Section II provides a 

background of blockchain and biometric user authentication. 

Section III presents the model proposed, the blockchain 

architecture, the transaction’s blocks and the blockchain e-ID 

model. Finally, Section IV presents the future works and 

Section V concludes. 

 

II. CONCEPTUAL FRAMEWORK 

A. Blockchain for e-Government 

Some governments around the globe are leading the digital 

transformation through digital identity. The adoption of 

Blockchain technology for digital identity solutions helps to 

empower citizens and build a more connected digital society 

[13]. 

Although blockchain has only become a trending 

technology in recent years, Estonia is leading the way in the 

blockchain revolution. Estonian government has been testing 

the technology taking the first steps towards becoming an 

e-state. In 2012, blockchain has been in operational use in 

Estonia’s registries, such as national health, judicial, 

legislative, security and commercial code systems, with plans 

to extend its use to other areas such as personal medicine, 

cyber security and embassy data. 

The technology developed by the Estonians is also being 

used by NATO, U.S. Department of Defense, as well as 

European Union information systems to provide better levels 

of cyber security [14].   

The One-Stop Services project, in Chancheng District in 

China, started in 2014 and different local government 

institutions have deployed it, so that citizens can apply for 

multiple public services through the same platform, speed up 

procedures and offering a better service for citizens. 

According to the Strategic Cooperation Agreement, the 

application of blockchain technology in Chancheng’s 

e-government focuses on solving the problem of individual 

credit by building a digital identity system. Chancheng 

government believes that using blockchain technology to 

preserve all system records of changes and trading on a cloud 

system can verify the provenance and authenticity of data 

during transmission. In this way, it is possible to establish a 

reliable personal identity system.  

The digital identity includes personal identity, 

authentication and digital signature functions and will 

provide reliable identification of individuals as a basic part of 

One-Stop Services [15]. 

B. Biometric User Authentication 

When you submit your final version, after your paper has 

been accepted, prepare it in two-column format, including 

figures and tables.  

It is different biometric technologies, which permit the 

acquisition of a person's unique biometric characteristics. 

Authors in [16], explains how biometrics technologies are 

used for automatic personal recognition based in two types of 

biometric features: First, the biological traits like fingerprint, 

face recognition, palm print, hand geometry or iris 

recognition and, second, the behavioral characteristics like 

voice or signature. Even though not all biometric 

technologies are fully developed or accepted in society, some 

of them has gained acceptance for user authentication such as 

fingerprint and iris recognition [17]. 

Fingerprint recognition is the oldest biometric method and 

certainly one of the most developed. As explained in [18] 

there are different fingerprint readers: optical, capacitive, 

ultrasonic and thermal. A reader acquires not only 

recognizing similarities of the minutiae of the fingerprint, but 

identifying other particularities for security purposes, for 

example, some readers can now differentiate even if the 

fingerprint read comes from a living person by sensing the 

blood flow and temperature.  

The work in [19] proposed a fingerprint recognition 

method based on the pattern recognition of a fingertip. These 

kind of pattern contains information about bifurcations, ridge 

endings, dots, core points and delta points of the finger. 

Fingerprint identification system acquire a quantity of 

minutiae to be compared with the minutiae of a stored 

template, generating the matching probability between the 

captured and stored fingerprints. In this way, a range of 

acceptance is defined and it represents the possibility of both 

fingerprints come from the same person. The system can be 

more robust depending on the quantity of acquired minutiae 

used to compare both fingerprints. The advantages of a 

fingerprint system are well known [20]: distinctiveness or 

uniqueness, permanence and performance (accuracy, speed, 

and robustness) and acceptability. However, it also presents 

disadvantages such as: universality (people without 

fingerprints or difficulty to be registered), circumvention and 

collectability, due to the ease of imitating the footprint by 

using an artifact or substitute. 

Other biometric method is the Iris recognition, which 

analyze features found in the colored tissue ring. The iris 

scanning undoubtedly is the less invasive of the eye 

biometrics technologies, it uses a conventional camera 

element and requires no close contact between the user and 

the scanner, and moreover, it has the potential for higher than 
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the average matching performance [19]. For this reason, the 

iris biometrics system is suitable as an identification system 

[21]. This technology is under development, making it 

difficult to use and integrate identification systems. In 

addition, being a technology based on image capture, its main 

disadvantage is the quality of the image, affected by the 

luminosity when the image is taken [19] [20]. 

 

III. PROPOSED MODEL FOR AN IDENTITY DOCUMENT 

SYSTEM 

If you are This paper proposes the design of a new model 

for an Electronic Identification Document (e-ID), which in 

addition to present visible security elements, has a higher 

level of security to identify and authenticate the document 

bearer, as well as authenticate the document itself. It is also 

proposed to strengthen the validation process of the 

document and the transactions carried out with it applying 

blockchain technology but maintaining some current  

security measures used in the Colombian Identification 

Document as physical security (holograms, barcode, 3D 

image, etc.) and using a new Smart Card with a cryptographic 

chip to store additional information. 

A. Blockchain Architecture 

The blockchain technology will be used to record and 

verify the transactions made by all Colombian citizens 

registered in the electoral census. Each transaction will be 

registered and each register will generate a hash (Sha256) 

building a Merkle tree. The last Hash corresponding to the 

root of the Merkle tree in which the last transaction made by 

the citizen is stored safely, subsequently, every transaction 

could be verified. Likewise, to check the validity of the 

document, if this Hash is in the blockchain and it is stored 

inside the document, the document is validated. 

 

 
Fig. 2. Genesis block. 

 

The following specifications are proposed for the blocks: 

The first block or Genesis block Fig. 2, will have a header, 

which contains the following information: Basic information 

to start the blockchain, the previous Hash (a zero's string of 

256-bit), a timestamp with the time and date in which the 

block and blockchain was created in the Unix format (epoch), 

the nonce, a 32-bit number which allows to comply the 

requirement to obtain a Hash with four zeros on the left of a 

string of 256-bit in the header Hash field; it is a proof of work, 

since there is the possibility that some of the nodes are 

manipulated in order to modify some transaction, despite 

being in a private network, finally, the root of the Merkle tree, 

it will also contains a string with zeros (256 bits) because of 

this block does not register any transaction, only an initial 

information.  

Additionally, the two block identifiers must be calculated: 

the header Hash and the height of the block. The header Hash 

is the result of obtaining a double hash of the data in the 

header of the genesis block, fulfilling the requirement of 

having four zeros on the left (Hash256 (Hash256 (Block))). 

The block height will be an integer number, indicating the 

position of the block into the chain, which for the case of the 

genesis block will be zero. 

The following blocks are the transaction blocks and they 

are differentiated from the genesis block by having a set of 

transactions. From the transactions, the hashes are obtained 

and the Merkle tree is built. Each block will have a size of 

128 kilobytes and will have the following characteristics, as 

shows in Fig. 3: 

 

 
Fig. 3. Transaction block. 

 

The header is composed of the previous Hash (256 bits) 

corresponding to the hash obtained in the immediately 

previous block. The Timestamp contains information about 

the day, time and date of the last transaction, according to the 

Unix format (epoch). The nonce is a 32-bit number, which 

allows to comply the requirement to obtain a Hash with four 

zeros on the left of a string of 256-bit in the header Hash field, 

the number of zeros varies according to the complexity of the 

requirement, a time of 2 minutes is proposed with a margin of 

± 30 seconds, for the creation of the block.  

The Root of the Merkle tree is a 256-bit string 

corresponding to the hash of the root of the transaction tree. 

The transactions field, will register transactions made by 

users and which is not part of the header. 

Finally, the block identifiers with the header Hash and the 

block height exist. The header Hash is the result of obtaining 

a double hash of the data in the header of the block, fulfilling 

the requirement of having four zeros on the left (Hash256 

(Hash256 (Block))) and adjusting the number of zeros 

according to the response times. The block height will be an 

integer number, indicating the position of the block into the 

chain. 

The Fig. 4 shows the network architecture in a distributed 

and decentralized way including all the nodes of the network, 

the database that forms the blockchain and government 

entities. The network is intended as a private cloud, where 

only the nodes located in the notarial and registry entities can 

be part of it. 

The different types of nodes in the blockchain will be 

controlled by the Colombian government authority 

responsible of the issuance of Identity documents (National 

Registry of Civil Status). The nodes will be geographically 

dispersed in the main notaries and registration entities of the 

country, and in special events (i.e. elections) it would be 

necessary to lease computing capacity due to the number of 

transactions. 

In the system, there are not transactions that constitute 

some monetary value, because of this, the proposed network 

must be deployed in a government private network offering 

services to citizens, where only certified nodes have access to 
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the blockchain information [22]. That is not to say all nodes 

are trusted because they are distributed geographically and 

could be victims of an internal (i.e. an insider) or external 

attacks. The blockchain network consists of three types of 

nodes: the first are the registration nodes, in Colombia these 

kind of nodes are in charge of issuing a new or a duplicate 

identity document, when the citizen personally makes the 

request. In addition, they are the only certified entities able to 

generate the digital certificate with the corresponding public 

and private keys for each citizen by using a user's Personal 

Identification Number (PIN). 

 

 
Fig. 4. Blockchain architecture. 

 

With this digital certificate the citizen will be able to sign 

digital documents (for example, when creating his account) 

or perform transactions, and authenticate himself with the 

competent authorities. 

The second type of nodes are the notaries, which in the 

Colombian society are responsible for keeping the record of 

the people civil status, attesting the correspondence of people 

identity and their corresponding document, by giving 

testimony of people authenticity. 

And finally, there are the mining nodes that perform the 

job of finding the hash with the requirements, initially 

establishing a time of 2 minutes with a margin of ± 30 

seconds to generate a hash with a certain number of zeros on 

the left. In addition of adding new blocks to the database. 

The nodes will not only have the database of the stored 

blockchain, but also a list with the invalidated documents 

called a revocation list. This mechanism has been thought for 

rejecting transactions from lost, stolen or invalidated 

documents, as for example, the ones of dead citizens. It is 

necessary to generate the revocation list outside of the 

blockchain network, because without the document or the 

user's PIN, the last transaction cannot be generated or signed, 

generating and invalid document report. 

B. Blockchain Transactions 

Each transaction will be classified in the following 4 

established groups: (i) Notary, (ii) Tax, (iii) Government, and 

(iv) Register. First, there are transactions that take place in a 

notary office known as notarial transactions which are 

divided into four types of transactions: change of name, civil 

status change (married, divorced, etc.), children’s registration 

and death registration. Second, there are 2 types of tax 

transactions: registration and changes of the RUT (Single Tax 

Register). Third, government transactions which are divided 

into SISBEN registration (System of Identification of 

Beneficiaries of Social Subsidies) and application for 

governmental subsidies. Finally, there are the transactions 

made in the register classified as follows: issuing the identity 

document for the first time, application to invalidate the 

document, issue of an ID duplicate and voting. 

It is worth to notice voting is an event where the 

blockchain network would have peak activity. To prevent the 

network from collapsing by the number of transactions 

carried out per minute on a day of voting, it is proposed to 

lease computing capacity when the voting is happening, 

because in Colombia around 36 million of votes are probably 

processed [23]. 

A transaction is composed by a, user identification number, 

serial number of the document, class and type of transaction, 

and basic information of the transaction (if necessary). It will 

be avoided to put the name of the person to preserve the 

privacy of the citizen. In Fig. 5, an example of a civil status 

change notarial transaction is shown. 

 

 
Fig. 5. Transaction example. 

 

The process begins when the citizen requests his 

cryptographic document in the registry entity, where its 

biometric characteristics are taken (fingerprints and / or iris 

recognition) and stored into the corresponding templates in 

an encrypted way inside the smart card. The citizen is then 

asked to type in a PIN (which only he knows), to proceed to 

the generation of the digital certificate directly on the chip 

along with his private and public key, in this way the private 

key will always remain hidden in the chip of the card for 

security purposes. To be able to use his private key, the user 

must type his secret PIN, for example, in the case he wants to 

digitally sign a document. 

The creation of the digital certificate is done on the chip, 

through the Physically Unclonable/Random Function (PUF), 

because it provides strong protection for secret keys and data. 

A PUF, is a function incorporated in a physical structure, the 

function is based on the idea of something that is easy to 

evaluate but hard to predict. The PUF is a function that maps 

a set of challenges to a set of responses based on an 

intractably complex physical system. Hence, this static 

mapping is a random assignment [24]. In other words, the 

PUF is a hardware analog one-way function that makes the 

embedded chip easy to make but practically impossible to 

duplicate, even with identical layout masks [25], due to the 

variations in the manufacturing process which causes 

significant differences in the characteristics of the device [24]. 

Hence, by generating the certificates on the card using the 

PUF technology, it is possible to ensure no one can clone the 

digital certificate and the user's private key. 

Finally, the registration process ends when the user obtains 

his electronic ID, which will allow him to carry out the 

transactions previously specified. 

When the user makes a transaction, he must enter his PIN 

code, in this way he authenticates himself through his digital 

certificate; later the system verifies if the document is valid 
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by consulting a list of invalidated documents (Document 

verification process), if the document is valid, the transaction 

is registered, and the process is performed to generate the 

corresponding hash and enter it into the Merkle tree. After 2 

minutes ± 30 seconds mining nodes of the blockchain 

network validate and record the transaction into a block of the 

blockchain database. When the transaction is validated, the 

last hash corresponding to the root of the Merkle tree that 

contains the last transaction, will be stored in a secure area of 

the chip. 

In addition, for the document bearer to be able to carry out 

a transaction or access to the information contained in the 

chip, it is necessary a certified reader intended to be in 

registers and notaries. Additionally, to authenticate the user, 

the biometric features are used performing a template 

matching algorithm. Finally, a verification of the document 

authenticity is performed by comparing the last hash stored in 

the document chip with one of the hashes stored into 

blockchain database. In order to generate a valid hash into the 

chip document, the registration process is considered itself as 

a first valid transaction, avoiding the fact people will not 

perform other kind of transactions.   

Each time that a citizen makes a categorized transaction 

Fig. 5, it will be registered using a hash function as a part of 

the merkle tree, in this way, it is possible to offer privacy 

because the user chooses a nickname when the document is 

issued to protect his identification, and generating an 

associated PIN to perform transactions. 

The document consists of two identification numbers: a 

serial number, unique for each document and an 

identification number, unique to each user, in the case of 

taking a duplicate this number does not change, but the serial 

number will change. 

In the case of theft or loss of an e-ID, the person must go to 

a registry entity, where he will request a duplicate of his 

document. In this case the registry will generate a report with 

the serial number of the lost document, and the revocation list 

will be updated, so no one who keep the document with that 

serial number will be able to make some transactions. The 

person who asked for a duplicate will get his new document 

containing a new serial number, generating a new transaction 

in the blockchain database with his own identification 

number in order to make traceability of the transactions with 

the previous document. 

In case of death of a citizen, a death certification is issued 

and reported to a notary, which generates a report disabling 

the corresponding document. In other words, the revocation 

list will be also updated in this scenario, avoiding fraudulent 

transactions. 

 

IV. FUTURE WORK 

Based on the proposed document model, it is intended to 

implement a case study in the Pontificia Universidad 

Javeriana at Bogotá, Colombia by providing an e-ID which 

will bring additional user benefits. Among these benefits are 

the identification of the students that allows them to make use 

of the services that the university gives, as for instance, the 

use of lab equipment like personal computers, parking and 

library access. 

The implementation of the case study, pretends to verify 

some variables in order to adjust them, such as the size of the 

blocks and the time range, likewise the complexity of the 

requirement for the header hash, avoiding to delay the 

identification and authentication process. In addition, it will 

allow to evaluate the security features of the proposed model, 

verifying the processes of identification, user and document 

authentication, and transactions validation. Subsequently, the 

model and the prototype will be proposed to the National 

Registry of Civil Status, as responsible government entity for 

issuance of identity documents for Colombian people.  

 

V. CONCLUSION 

A novel electronic Identity Document model is presented 

in this work. The model overcome existing security issues of 

the national identification document in Colombia. The use of 

a blockchain network combined with biometric 

authentication technology can potentially solves several 

security issues in terms of citizen's information protection 

and fraudulent transactions avoiding identity theft and 

electoral fraud. It also gives the authorities the possibility of 

validate the document, recognizing digitally if the document 

presented is false or disabled. 

The proposed model is not only intended to use the 

blockchain technology for the document authentication 

process. But it also proposes the use of a PIN and biometric 

authentication (iris recognition and fingerprints), in order to 

verify the bearer authenticity by using the concept of strong 

authentication, where three factors are combined, something 

that the user has (e-ID), something the user knows (PIN), 

something the user is (Biometrics), generated a secure user 

authentication.  
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