
  
Abstract—The increasing amount of applications using 

digital multimedia technologies has accentuated the need to 
provide copyright protection to multimedia data. This paper 
reviews one of the data hiding techniques - digital image 
watermarking. Through this paper we will explore some basic 
concepts of digital image watermarking techniques and 
methods. Two different algorithms for embedding watermark 
into a digital image will explained. Also we will present a 
survey of some digital image watermarking schemes which 
have been implemented by using hardware techniques, where 
the study shows the similarities and differences between 
different types and then assesses the benefits gained from the 
use of this technology. 

 
Index Terms—Base-image, fragile, invisible, robust, spatial 

domain, watermark. 
 

I. INTRODUCTION 
There are three basic methods of secure communication 

available, namely, cryptography, steganography and 
watermarking [1]. Among these three, the first one, 
cryptography, deals with the development of techniques for 
converting information between intelligible and 
unintelligible forms during information exchange that deals 
with the content confidentiality and access control. By using 
cryptography, only authorized parties holding decryption 
keys can access the content (text or image). It provides the 
tools to secure sensitive information. Steganography, on the 
other hand, is a technique for hiding and extracting 
information to be conveyed using a carrier signal.  

Digital watermarking is applied for copyright protection, 
content authentication, detection of illegal duplication and 
alteration, feature tagging and secret communication. Digital 
watermarking is used in the hiding of a secret message or 
information within an ordinary message and its extraction at 
its destination. The secret message embedded as watermark 
can be almost anything, for example: a serial number, plain 
text, image, etc. In general, digital watermarking involves 
two major operations: (i) Watermark embedding, and (ii) 
Watermark extraction. For both operations a secret key is 
needed to secure the watermark [1]-[5]. The keys in 
watermarking algorithms can be applied in the 
cryptographic mechanisms to provide more secure services 
to copy right protection. 

The most important properties of any digital 
watermarking techniques are robustness, security, 
imperceptibility, complexity, and verification [1]-[4]. 
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Robustness is defined as if the watermark can be detected 
after media operations such as filtering, lossy compression, 
color correction, or geometric modifications. Security means 
that the embedded watermark can’t be removed beyond 
reliable detection by targeted attacks. Imperceptibility 
means that the watermark is not seen by the human visual 
system. Complexity is described as the effort and time 
required for watermark embedding and retrieval. Lastly, 
verification is a procedure whereby is used as a private key 
or public key function. Each of these properties must be 
taken into consideration when applying a certain digital 
watermarking technique [3]. 

Watermarking techniques can be classified according to 
the nature of data (text, image, audio or video), or according 
to the working (spatial or frequency) domain, also they can 
be classified according to the human perception (robust or 
fragile) [4]. In images, the watermarking techniques can be 
broadly classified into three types: (i) Visible watermark, (ii) 
Invisible fragile watermark and (iii) Invisible robust 
watermark [3], [4], which has wider currency and use. 
However all these mentioned classes can be applied by 
using software, hardware or both together. Fig. 1 illustrates 
a generic watermarking scheme. 

 

 
Fig. 1. A generic watermarking scheme. 

 

II. WATERMARKING IN THE SPATIAL DOMAIN 
The most straightforward fundamental schemes for the 

fields of digital watermarking are watermarking in the 
special domain. This technique has started long time ago by 
designing the embedding and extraction algorithms modify 
the luminance values of the pixels in the spatial domain. The 
most common simplest watermarking technique in the 
spatial domain is done by manipulating the Least Significant 
Bit (LSB) overall pixels. The watermark to be embedded is 
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placed in the LSB of the base-image. Spatial domain is less 
complex as no transform is used, but isn’t robust against 
attacks [3]-[5]. 

The idea of watermarking in the spatial domain is to 
embed m-sequences on the LSB of the base-image. The m-
sequences obtain by using: 

m = log2 [M × M]                             (1) 

where: [M × M] is the base-images’ size [5]. The 
embedding algorithm can be summarized in the following 
steps: 

1) Reorganize size of the base-image to be [M × M]. 
2) Reset the contents of the LSB plane in the base-

image. 
3) Reorganize color and size of the watermark to be 

[N × N] gray image. 
4) Extract the all bit plane details from the watermark. 
5) Shift the extracted values to right. 
6) Add the shifted bit plane of the watermark into the 

LSB plane of the base-image. 
7) Repeat steps (4th, 5th and 6th) m-times. 
8) Finally, result is a watermarked-image. 

Note that: watermarks’ size should not exceed base-
images’ size, e.g. ([N × N] = [M × M] / m). 

To extract the watermark from the watermarked-image 
for the above embedding algorithm is as following: 

1) Extract the LSB bit plane from the marked image. 
2) Shift the extracted contents by left. 
3) Repeat 1st and 2nd steps, (m) times. 
4) Result is watermark retrieved. 

 

III. WATERMARKING IN THE FREQUENCY DOMAIN 
For better imperceptibility as well as robustness, the 

insertion of the watermark is done in a frequency domain. 
Many transform formats are available; mainly DCT and 
DWT are widely used. In this technique –frequency domain- 
the watermark actually spread throughout the image, not just 
operating on an individual pixel. The schemes for 
embedding the watermark in the transform domain are also 
called the multiplicative embedding rule, which can be 
denoted by:  

                             X’i  = Xi ( 1 + γWi )                             (2) 
 
where: X’ and X stand for the watermarked-image and the 
base-image, respectively, W denotes the watermark, i 
represents the positions to be embedded, and γ is the gain 
factor (weight). Wavelet-based watermarking methods 
exploit the frequency information and spatial information of 
the transformed data in multiple resolutions to gain 
robustness. The wavelet transform is closer to the human 
visual system since it splits the input image into several 
frequency bands that can be processed independently. It’s a 
multi-resolution transform that permits to locate image 
features such as smooth areas, edges or textured areas [3], 
[4]. 

Here is wavelet-based watermarking algorithm to 
illustrate the basic idea of embedding and extraction of a 
watermark into a digital image: 

1) Reorganize color and size of the base-image to be [M × 
M] gray color. 

2) Compute 2D wavelet transform for the base-image. 
3) Initiate the weight of the watermarking. 
4) Reorganize size and color of the watermark to be [M × 

M] gray image. 
5) Divide the transformed base-image into 4-blocks, 

namely, LL, LH, HL and HH respectively. 
6) Multiply watermark by watermarking weight and then 

add the result to the blocks of the base-image. 
7) The inverse wavelet transform is then taken to get the 

watermarked-image. 
On the other hand the extraction algorithm can be done by 

taking the forward wavelet transform of the watermarked-
image and then subtracted it from the base-image to get the 
watermark. 

 

IV. DIGITAL IMAGE WATERMARK ROBUSTNESS TEST 
Many different methods can be used to test whether a 

watermark can survive different changes to the image it is 
embedded in. Here is a browsing of the popular of these 
methods [3], [4]: 

• Horizontal Flipping: Many images can be flipped 
horizontally without losing quality. Few watermarks 
survive flipping, although resilience to flipping is easy 
to implement. 

• Rotation & Cropping: A small rotation with cropping 
doesn’t reduce image quality, but can make 
watermarks undetectable as rotation realigns horizontal 
features of an image used to check for the presence of 
a watermark.  

• JPEG Compression/Re-compression: JPEG is a widely 
used compression algorithms for images and any 
watermarking system should be resilient to some 
degree to compression or change of compression level. 

• Scaling: Uniform scaling can increase/decrease an 
image by the same (%) rate in the horizontal and 
vertical directions. Non-uniform scaling can 
increase/decrease the image horizontally and vertically 
at different (%) rates. Digital watermarking methods 
can be resilient only to uniform scaling. 

• Dithering: It approximates colors by alternating two 
available similar colors from pixel to pixel. If done 
correctly this method can completely obliterate a 
watermark, however it can make an image appear to be 
“patchy” when the image is over-dithered. 

• Mosaic: A mosaic attack doesn’t damage the 
watermarked-image or make it lose quality in any way, 
but still enables the image to be viewed in. To the 
viewer a “mosaic” image appears to look the same as 
the original. This means that the watermark cannot be 
detected, as a problem common to all image 
watermarking schemes is that they have trouble 
embedding watermarks into small images, (less than 
256 pixels in height or width). 

 

V. HARDWARE VERSUS SOFTWARE 
A watermarking system can be implemented with either 

software or hardware. The software implementation of the 
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watermarking algorithms is significantly large, whereas the 
hardware implementation of the algorithms is lacking [6]. In 
a software implementation, the algorithm’s operations are 
performed as code running on a microprocessor [7]. This 
code should be stored in a memory e.g. RAM and require a 
dedicated processor that occupies more area, consumes 
significantly more power, and may still not perform 
adequately fast. The authors of [7] believe that software-
based watermarking provides the following: 

• Abstraction of the implementation from any hardware 
details. 

• Availability of software tools to aid in realizing various 
data operations. 

• Limited means of improving area and improving time 
complexity (speed) of the implementation. 

Although it might be faster to implement an algorithm in 
software, there are a few compelling reasons for a move 
toward hardware implementation. In a hardware 
implementation the algorithm’s operations are fully 
implemented in custom-designed circuitry. This investigates 
great advantages such as reduce hardware scheme area, 
decrease power consumption and increase speed of 
performance [6-9]. Therefore a hardware watermarking 
solution are often more economical.  

Generally, hardware watermarking scheme can be done 
by using each of the domains (spatial or frequency). But due 
to the simplicity of spatial domain computational overhead 
and its easiness for its application if compared to the 
frequency domain, the spatial domain is usually preferred 
for hardware implementation [5], [6], [8], [9]. 

 

VI. HARDWARE DIGITAL IMAGE WATERMARKING SCHEMES 
Any digital watermarking scheme requires two algorithms; 

embedding algorithm and extraction algorithm. Embedding 
algorithm acts as an encoder in hardware applications, while 
extraction algorithm represents a decoder. All the authors 
who were mentioned through this survey highlighted the 
(embedding and/or extraction) algorithms in the beginning 
of their works with full details due to the importance of 
these algorithms in which they are the backbones of their 
works. Most of the authors have taken ready algorithms 
made by others to be converted to hardware schemes. 
However, few authors have recommended their own 
algorithms and then converted to the hardware applications. 
Since the interest of this survey is in digital image 
watermarking hardware implementation, browsing of 
authors’ works through it will be recognized into two parts: 
chip implementation and digital camera implementation. 

A.  Chip Implementation 
Several watermarking algorithms have been proposed for 

securing digital image in the current literature. Here is a 
brief browsing of chips implementation to execute secure 
watermarking algorithms. Authors of [5], [6], [8], [10] have 
implemented chips capable to execute successfully 
watermarking in spatial domain of the original image. 

In [6], [10] authors have gently laid out full designs for 
digital image watermarking algorithms built on VLSI chips 
such as shown in figure (2-a). These designs have been 
implemented and tested by using different VLSI 
technologies. Design of the [6] developed hardware system 

that can insert both robust and fragile invisible watermark in 
the image. This design is built by depending on three 
algorithms taken from different authors [11]-[13]. The [11], 
[12] are invisible-robust algorithms proposed by A. Tefas 
and I. Pitas, where the third one proposed by Mohanty and 
his work team in [13] for invisible-fragile algorithm. The 
results of [6] confirmed that the designed chip can perform 
invisible robust, invisible fragile watermarking and 
combination of both in spatial domain, and the chip can 
easily be integrated in any existing joint photographic 
experts group (JPEG) encoder to watermark the images 
right at the source end. The same authors have modified 
their works by using different algorithms for implementing 
two different visible watermarking schemes for images. 
These modifications are presented clearly in [14]. 

The chip which is designed in [10] implemented an 
application specific integrated circuit (ASIC) for digital 
color image watermarking. Here the RGB color image is 
transformed to YUV and intensity values of luminance are 
modified in spatial domain and transformed back to RGB. 
This operation has been implemented as a hardware scheme 
by converting a watermarking algorithm proposed in [15] by 
the same authors of [10]. This design has implemented in 
0.13μm CMOS 6-metal technology. 

A new technology used in [5] called Single electron 
tunneling (SET) devices, where device size is very small 
and have ultra low power dissipation capabilities. Through 
[5] authors gave clear illustration for their algorithm and its 
implementation details. They have described SET based 
circuit operation and then illustrated the SET device based 
architecture for each unit. The results of that work denoted 
the low cost data embedding algorithm can conceal 
watermark into original image coming from a sensor much 
faster than software implementation and the embedded 
image is easily transmitted to PC by using proper interface. 

Most popular and useful technology for implementing 
hardware designs is Field programmable gate array (FPGA). 
Work of [8] has applied and tested successfully in FPGA 
(Xilinx ISE 10.1i) model. Full design for spatial domain 
watermark encoder and decoder has implemented in [8], 
whereby authors approved reliability of digital image 
hardware watermarking versus software one. 

Challenge of hardware digital image watermarking also 
includes frequency domain watermarking, such as the 
experiments which have done into [16] and [17]. For [16], 
authors presented the VLSI architecture of a watermarking 
chip and its implementation using TSMC 0.25- m CMOS 
technology. The chip is capable to insert both visible and 
invisible watermarks into an image. Dual-voltage, clock 
gating and dual-frequency techniques were used in that 
design for low power optimization along with a certain 
degree of pipelining and parallelism. The [16] authors 
believe that their design is the first hardware design with the 
capability to perform both visible and invisible 
watermarking in the DCT domain (at that time). 

Authors of [17] proposed a hardware/software co-design 
approach for the implementation of a DCT-based visible 
watermarking algorithm. They have designed their work by 
implementing the processes that demand high performance 
in hardware, while those that are not computationally 
expensive are implemented in software. As a result, power 
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consumption is reduced since only portion of the algorithm 
is implemented in hardware. Their system was implemented 
on the Xilinx Virtex-II Pro Board, using the Xilinx platform 
studio (XPS). The design allows tradeoff between hardware 
and software implementation which is not present when a 
pure software or hardware is used. 

B.  Digital Camera Implementation 
A digital camera is a portable device to capture an image 

frame from scene and store it on the flash memory. An 
authentication digital camera is a camera with built-in 
copyright protection and security mechanism for images 
produced by it. [20], [18], [19] have presented various 
secure digital camera models. 

Hyun Lim and his team in [18] have proposed an FPGA 
implementation of a watermarking-based authentication 
algorithm for a digital camera to authenticate the captured 
image frame. Their experimental results showed that the 
FPGA implemented watermarking algorithm could embed 
the watermark into the captured image coming from a sensor 
much faster than the software-based implementation and the 
quality of an embedded image was also comparable to the 
one implemented by the software algorithm. This scheme 
consists of three main parts: image capture and LCD 
controller, watermark imbedding part, and camera control 

unit. Figure (2-b) shows the FPGA implementation block 
diagram of the proposed scheme. 

In [19] a prototype of a secure digital camera 
implementation for DCT based visible watermarking 
algorithm has proposed. This prototype consists of image 
sensor, A/D convertor, temporary memory, watermarking 
unit, controller unit, flash memory, and LCD panel. The 
authors in [19] focused their efforts to design and implement 
watermarking unit while the rest of the units of the camera 
are being carried out in their on-going research.  

In [20] DWT based implementation is used to develop a 
feasible and invisible watermark embedding hardware for 
the secure digital camera. The proposed scheme of the 
secure watermarking has described using Verilog HDL, and 
synthesized using 0.18µm technology UMS standard cell 
library for VLSI implementation. Authors have suggested a 
bind watermarking algorithm and then tested it using 
MATLAB before synthesis for hardware implementation. 
The algorithm has been evaluated under the various attacks 
like JPEG compression, noise, scaling and rotation to verify 
robustness and invisibility properties. 

 
 

 
TABLE I: A SUMMARIZE OF THE SURVEYED SCHEMES. 

Proposed Scheme Domain Visibility Human 
Perception Chip/Camera Hardware 

Technology Hardware Features 

S.P. Mohanty [6] Spatial Invisible Robust/Fragile Chip 0.35µmCMOS -Low power 
-High performance 

S.P. Mohanty [14] Spatial Visible - Chip Hardware Simulation -High performance 

A. Garimella [10] Spatial - Fragile Chip 0.13µmCmos 6 metal 
DSM 

-Low power 
-High performance 

-Small area 

D. Samanta [5] Spatial Invisible Robust Chip SET devices 
-Low power 
-Small area 
-Low cost 

A. Basu [8] Spatial Invisible Robust Chip Xilinx Spartan 
(2s50tq144-6) 

-Low power 
-Reliability 
-Real time 

S.P. Mohanty [16] DCT Visible/ 
Invisible - Chip TSMC 0.25µm CMOS -Low power 

 

Y. Morita [17] DCT - Robust Chip Xilinx Vertix-II -Low power 
 

Hyun Lim [18] DCT - - Camera EP10K100ARC240-3 -Low power 
-Small area 

O. Adamo [19] DCT Visible - Camera Xilinx ISE 8.1i 
-Low power 

-High performance 
-Small area 

A. Darji [20] DWT Invisible Robust Chip 0.18µm UMC 
-Low power 

-High performance 
-Small area 

VII. ANALYSIS AND DISCUSSION 
Two algorithms for embedding and extraction watermark 

have discussed through this paper. Both of them have 
implemented using Matlab 7.9.0 (R2009b). First one is an 
algorithm for embedding a watermark [64 × 64] JPEG-
image into spatial domain of a base-image [512 × 512] 
JPEG-image. The experimental result shows that the 
watermark has embedded as invisible fragile watermark. 
Also an experiment to embed a watermark [512 × 512] 
PNG-image into frequency domain of a base-image [512 × 
512] JPEG-image has executed. The result shows that the 
watermark has embedded into base-image as invisible robust 

watermark. Also the watermark has retrieved back 
successfully. These results can be reviewed in details in our 
previous work in [2]. 

Also a survey about possibility to have digital image 
watermarking in real time using hardware implementation 
has been done. It proves that hardware implementation has 
occupied a valuable range of applications due to its 
economical features, in spite of the flexibility features of 
software implementation. Table I gives a summary of the 
proposed schemes which have been browsed in this survey. 
The first column includes the first author name and the 
sequence of the schemes as mentioned in references index of 
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this paper. Also the symbol (-) indicates missing information 
which hasn’t mentioned by the authors in the specified 
scheme. 

 

VIII. CONCLUSION 
In this paper we presented an overview of digital 

watermarking basics. First we introduced the various 
watermarking techniques and classified them into three 
types: visible watermark, invisible fragile watermark and 
invisible robust watermark. We browsed the popular 
methods used to test whether a watermark can survive 
different changes to the image where it is embedded in, such 
as rotation, scaling etc. We illustrated the basic ideas of 
embedding and extraction of image watermarking in spatial 
domain and frequency domain, respectively. 

Also we introduce a comparison between software and 
hardware digital watermarking applications features. And 
different hardware architectures for implementing secure 
watermarking algorithms proposed by different authors has 
discussed through this paper. These architectures have 
implemented by using different tools of VLSI technologies 
and they have achieved positive results. Great advantages 
are gained due to using hardware based implementation of 
watermarking algorithms, such as reduce hardware scheme 
area, decrease power consumption and increase speed of 
performance. Therefore a hardware watermarking solution is 
often more reliable and economical. 

 

 
 ( a ) 

 

 
( b ) 

Fig. 2. Hardware schemes of digital Image Watermarking. (a) pin diagram 
for proposed watermarking chip in [6]. (b) The block diagram of an FPGA 

implementation fora secure digital camera in [18]. 
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