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Abstract—In the era of technological advancement wireless
communication using different advance technology and sensor
networks hold the promise of facilitating large-scale and real-
time data processing in complex environments like defense
service specially Military service, Medical service, disaster
management, wildlife monitoring and precision agriculture to
habitat monitoring and logistics applications etc. Sensor
networks have the characteristics of fault tolerance and rapid
development make them very promising in the above
mentioned field. The main objective of this paper isto analyze
the performance of two categories routing protocols i.e.
Hierarchical and Flat network routing protocols in Wireless
Sensor Networks (WSN). For simulation purpose we have
taken mainly Temporally-Ordered Routing Algorithm (TORA),
Low Energy Adaptive Clustering Hierarchy (LEACH), and
INtrusion-tolerant routing protocol for wireless SEnsor
NetworkS (INSENS) protocols.

Index Terms—Hierarchical routing protocol, flat routing
protocol, WSN, TORA, leach, INSENS.

I. INTRODUCTION

A wireless sensor network represents a new wireless
communicating paradigm of many self-organized
autonomous small size low-power, low-cost sensor nodes
that are used to co-operatively monitor complex physical or
environmental conditions, such as motion, temperature,
sound etc. Such sensors are generally deployed in indoor
and outdoor scenarios [1]. These sensors nodes are
communicate with each other to share data and information
to monitor a specific environment. A sensor node generally
composed of sensor, processor, transceiver, and power units.
In addition to these functionalities a sensor nodes also has
the capability of routing. Due to the remote nature of WSNs
deployment, sensor nodes face energy optimization and
quick routing discovery problems [2]. To address these
issues different routing techniques have been proposed. One
of the networks routing protocol is Low Energy Adaptive
Clustering Hierarchy (LEACH) which has clustering
mechanism falls under the hierarchical network routing. The
difference between Mobile ad-hoc Networks (MANET) and
Wireless Sensor Networks (WSN) is that collecting
information is done by WSN with higher number of nodes
deployed once in their lifetime while the other one is

designed for distributed computing in ad-hoc manner [3]-[7].

II. ROUTING PROTOCOLS IN WSN

There are various routing protocols shown in the Fig. 1
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has proposed for routing data in wireless sensor networks
they have resource management capability, deployment
capability etc. There are few distinct routing protocols that
are based on quality of service awareness or network flow
whereas all other routing protocols can be classified as
hierarchical or location based and data centric. To ensure
proper routing of authentic data WSN protocol has different
techniques.
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Fig. 1. Different network architecture and routing techniques.

In this paper we have mainly work on two network
structure i.e. hierarchical routing and flat routing. LEACH
and INSENS falls under the category of hierarchical routing
and TORA falls under the category of flat routing.

A. LEACH

It is based on energy efficient, hierarchical cluster-based
routing protocols for sensor networks. The basic principle is
that it assigns overall energy consumption of the network
uniformly to each sensor node through periodically selecting
different nodes as cluster-head. This makes the survival time
of nodes close to the lifetime of network [8]. Thus, the
energy consumption can be reduced and the lifetime of the
entire network can be prolonged. LEACH functionality
divided into two main steps: the set-up phase and the steady-
state phase with different multiple access technologies to
form clusters with non-cluster sensor nodes. This protocol is
designed to enable maximum energy by enabling nodes to
enter the sleep state. This protocol also assumes that all
nodes are energy-limited and introduced the idea of rotating
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the cluster-head position among all the nodes in the network
[91, [10].
B. INSENS

Deng, Han, Mishra [11] designed and implemented a
secure and Intrusion-tolerant routing protocol for wireless
Sensor NetworkS (INSENS). This protocol constructs
forwarding table at each node to facilitate communication
between base station and the sensor nodes. It minimizes
computation, communication, storage, and bandwidth
requirements at the sensor nodes at the expense of increased
computation, communication, storage, and bandwidth
requirements at the base station. INSENS does not rely on
detecting intrusions, but rather tolerates intrusions by
bypassing the malicious nodes. An important property of
INSENS is that while a malicious node may be able to
compromise a small number of nodes in its vicinity, it
cannot cause widespread damage in the network. Redundant
multipath routing improves intrusion tolerance by bypassing
malicious nodes. INSENS operates correctly in the presence
of (undetected) intruders. An important property of INSENS
is that while a malicious node may be able to compromise a
small number of nodes in its vicinity, it cannot cause
widespread damage in the network [11], [12].

C. TORA

In the Wireless Sensor Networks The Temporally-
Ordered Routing Algorithm (TORA) falls under the
category of flat routing. It is fully distributed routing
protocol for multihop networks which has unique approach
for packet routing. In TORA, each mobile node is assigned a
temporal-order sequence number to support multi-path
routing from a source to a specific destination node [13]. As
the main property of ad-hoc routing protocol there should
not be any centralized control. TORA is basically a hybrid
routing protocol, a mixture of proactive and reactive ad-hoc
routing protocol. This protocol is basically designed to
minimize the communication overhead associated with
adapting to network topological changes [14], [15]. Rather
than routing optimally TORA allows its operation to be
biased towards bandwidth conservation and high reactivity.

III. SIMULATION RESULT AND ANALYSIS

To analyze the objective of this paper we have used
discreate event simulator ns-2 which is a powerful tool for
simulating ad-hoc networks in linux platform i.e. ubuntu
12.04 LTS. But to simulate WSN in ns-2, it needs to have
additional module to represent the protocols specific to
WSN. Mannasim is a framework for WSN simulation based
on ns-2. It extends ns-2 by introducing new modules for
design, development and analysis of different WSN
applications. The goal of Mannasim is to develop a detailed
simulation framework, which can accurately model different
sensor nodes and applications while providing a versatile
test bed for algorithms and protocols [16].

In this simulation, the traffic sources are CBR
(continuous-bit-rate). The traffic type was connectionless
UDP. The data packet size is 512 bytes. Speed of the nodes
is 8kbps. The mobility model uses random waypoint model
in a rectangular filed of 600m x 500m with variable nodes
50, 75, 100, 125, and 150. In this mobility model, each

sensor node starts its journey from a fixed chosen location to
a fixed chosen destination. Once the destination is reached it
stop. From starting point to destination it chose its way
randomly, after a pause time it goes ahead to destination.
Different network scenario for different numbers of node,
pause time and speeds are generated. Total simulation time
is 100 seconds.
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Fig. 4. Routing overhead for WSN routing protocols.

A. Performance Metrics

We choose the three following performance metrics to
analyze the performances of three WSN protocols. The
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following performance metrics are considered for evaluation:

Packet Delivery Fraction (PDF): The percentage ratio of
the data packets delivered to the destinations to those
generated by the sources usually by the traffic generator.

Throughput: The ratio of the data packets delivered to the
destinations to those generated by the source.

Normalized Routing Load (NRL): The number of routing
packets “transmitted” per data packet “delivered” at the
destination.

B. Result Analysis of Simulation

The simulation results based on the performance metrics
are shown in the following sub section with figures. Figures
shows comparison between the three protocols by varying
different numbers of nodes on the basis of the above-
mentioned metrics as a function of drop rate, received, send,
time and speed.

1) Packet delivery ratio

The packet delivery ratio denotes the percentage ratio
between the number of packets that are received and the
number of packets sent by the traffic generator. TORA has a
lower packet delivery ratio than the other two protocols, as
TORA reduces communication overhead; it increases
unnecessary overhead due to its route adaptation feature in
response to topological changes in the scenario of the
network. From the Fig. 2 it has been shows that TORA
produces fewer throughputs due to extra overhead of the
destination or path establishment and for upgrading the path
in an adaptive fashion. LEACH performs better as it forms
cluster heads that reduce overhead. INSENS sends same
packets multiple times to the destination thus lowering the
packet delivery ratio.

2) Average end to end delay

This delay includes processing and queuing delay in each
intermediate node i.e. the time elapsed until a demanded
route is available. In this case unsuccessful route
establishments are ignored. It includes all possible delays
caused by queuing at the interface queue, retransmission
delays at the MAC, and propagation and transfer times. By
localization, TORA tries to minimize communication
overhead. This decreases end-to-end delay. But LEACH has
a lower end to end delay as LEACH is a single-hop
clustering routing protocol. Aggregates data from a cluster
head. The Average end to end delay is higher for INSENS
as in this protocol all sensor nodes share authentication key

with the base station creating more delay shows in the Fig. 3.

3) Routing load

Routing load measures the scalability of the protocols,
how much overhead a protocol can take. The routing
overhead measures by the total number of control packets

sent divided by the number of data packets sent successfully.

As mentioned before TORA produces higher control load
due to its adaptive nature. Other protocols need to re-initiate
a route discovery when a link fails. TORA would be able to
patch itself up around the point of failure. This feature
allows TORA to scale up to larger networks but has higher
overhead for smaller networks. INSENS sends more packets
than the other protocols, and the difference increases with
increasing numbers of nodes in the network. This difference
is attributed to the overhead involved in dealing with
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security and intrusion-tolerance issues. LEACH performs
better even with the routing load of forming clusters heads,
as the area of the routing load is divided between the
different clusters. There is also a co relation with the no. of
nodes. LEACH and INSENS perform better with higher
number of nodes shows in the Fig. 4.

IV. CONCLUSIONS

Comparing all three routing protocols, it is seen that
TORA performs less than the other two protocols. But
TORA itself improves its performance when the node
number increases. Other protocols need to re-initiate a route
discovery when a link fails. TORA would be able to patch
itself up around the point of failure. This feature allows
TORA to scale up to larger networks but has higher
overhead for smaller networks. LEACH has a better
performance overall than the other two protocols, having a
single-hop cluster based architecture. The idea of employing
cluster-heads does quite help to give a higher Packet
Delivery Ratio (PDR).For INSENS, as quality of service is
the main issue, consequently the performance of the network
was slightly degraded, although there seems to be a close
competition between INSENS and LEACH, as a better QoS
again means a higher PDR. A huge number of WSN
protocols are available having varied network architecture
and operation, each suited best for a specific environment,
e.g.-WAR (Wireless Anonymous Routing), Phantom routing,
SPINS etc. Comparison between these protocols can be
done with additional parameters such as random node
mobility, increased number of nodes etc. to determine if
they can tolerate harsh and changing environments, which
the protocols are prone to specially when used outdoors, and
find out which one performs best in a particular environment.
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