
  

 

Abstract—With the Internet-of-Things (IoT) technologies 

becoming more mature, the direction of IoT research is moving 

from single technology to an integration platform. The main 

purpose of such platform is able to quickly develop, adjust, and 

deploy IoT-based applications. The IoT-A project conducted by 

the European Union (EU) has designed an IoT reference 

architecture model. It contains seven longitudinal Functionality 

Groups (FGs) complemented by two transversal FGs. In the 

seven longitudinal FGs, the Business Process Management, 

Virtual Entity, IoT Service, and Service Organization are the 

four key FGs, which are basic modules for quickly and easily 

developing, adjusting, and deploying IoT-aware applications. 

The components of the Business Process Management FG 

include Business Process Modeling and Business Process 

Execution. How to establish an unambiguous IoT-aware 

Business Process Model is the first problem that needs to be 

solved. In this paper, the requirements of IoT-aware Business 

Process Model Notation (BPMN) extensions are first analyzed. 

Then the four mentioned BPMN extensions with their 

requirements are compared. Finally, based on the analyzed 

results and the IoT Domain Model and Information Model, six 

key concepts called IoT Task, Physical Entity, Virtual Entity, 

Device, Service, and Resource and its presentation of the 

IoT-aware Business Process Model are proposed. Hopefully, the 

work made can make some contributions to describing an 

IoT-aware Business Process clearly. 

 
Index Terms—IoT, BPMN, domain model, entity-based. 

 

I. INTRODUCTION 

Internet-of-Things (IoT) has been developed for several 

years. An IoT system consists of a widespread deployment of 

spatially distributed devices with embedded identification, 

sensing and/or actuation capabilities. IoT envisions a future 

in which digital and Physical Entities can be linked, by means 

of appropriate information and communication technologies, 

to enable a whole new class of applications and services. In 

order to quickly develop, adjust, and deploy IoT applications, 

it must have a well-designed architecture. The project called 

IoT-A project, conducted under the EU, has proposed a 

Reference Architecture Model for it. Four models - Domain 

Model, Functional Model, Communication Model, and 

Information Model - have been designed in the proposed IoT 

Reference Architecture Model. This Architecture Model is a 

good reference for decomposing the modules of an 

IoT-aware application system. In this paper we will refer to 

the Domain Model, Functional Model, and Information 

Model only for discussing the integration of IoT-aware 

BPMN. 
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Fig. 1. IoT functional model 

 

In Functional Model [1], there are seven longitudinal 

Function Groups (FGs) and two transversal Functional 

Groups as shown in Fig. 1. The IoT Business Process 

Management, Virtual Entity, IoT Service, and Service 

Organization are four basic modules. They can assist to 

develop, adjust, and deploy IoT-aware applications more 

quickly and easily. To construct an IoT-aware application 

system, knowing how to interact among these four FGs is 

very important. 

The Business Process Management FG is separated into 

two functional modules: Business Process Modeling and 

Business Process Execution. This structure is similar to the 

existing business process modeling and automation 

mechanism for enterprise IT systems. However, the existing 

business process modeling notation and automation 

mechanism are insufficient to support and satisfy the 

requirements and characteristics of IoT. Thus, the IoT-A 

project proposed a set of requirements for Business Process 

Management Notation (BPMN) extensions for IoT. At the 

same time, some researches are also trying to extend 

modeling notation from BPMN2.0 [2] to support IoT, as 

reference [3]-[5] or Wireless Sensor Network (WSN), as 

reference [6]. BPMN2.0 is a standard process modeling 

language, which is developed by Object Management Group 

(OMG). And the process model, which is described with 

BPMN2.0, can already be transferred to executable data. The 

executable data is described by Business Process Execution 

Language (BPEL). Thus, it is a shortcut to extend BPMN2.0 

to support IoT-aware Business Process Modeling and 

Execution. 

To make the IoT-aware application execute the business 

process automatically, it must have an unambiguous business 

process model. For archiving this goal, references [3] and [4] 

analyzed the characteristics of IoT and extended BPMN2.0 

for IoT-aware business process modeling. Reference [5] 

extended BPMN2.0 by comparing the IoT Domain Model [1] 

and BPMN 2.0 concepts. Reference [6] extended BPMN2.0 

for Wireless Sensor Network (WSN) application. The 

extended objects for this application is shown in Table I. But, 
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are these extended objects sufficient to present an 

unambiguous IoT-aware Business Process? 

 
TABLE I: EXTENDED OBJECTS LIST 

Extended Object [3] [4] [5] [6] 

Sensing Task д  д д 

Actuating Task д  д д 

IoT Device д д   

Process Resources д    

Physical Entity/Entity of Interest д д д д 

Real World Data Object / Store д    

Mobility Aspect д    

IoT Process Ratios д    

 

The rest of the paper is as follows. In section II, we will 

discuss the requirements of IoT BPMN extension, then 

analyze B0PMN2.0 and references [3]-[6] to try to integrate 

their advantages. In Section III, we will abstract six key 

concepts from IoT Domain Model and propose their 

presentations based on the Information Model and the 

analysis results. In section IV, we demonstrate a scenario 

with the presentations we proposed. In section V, a 

conclusion and future works are given. 

 

II. REQUIREMENTS AND ANALYSIS OF IOT BPMN 

EXTENSIONS 

In 2011, IoT-A project delivered a requirement list for IoT 

reference architecture [7]. About Business Process Modeling 

Notation (BPMN) extension, they proposed 11 requirements 

as followedϩ 

1) Entity-based Concept: The BPMN extension must 

support an entity based approach defined by the IoT 

Domain Model. 

2) Distributed execution: The BPMN extension must 

support the process execution distributed over several 

devices. 

3) Interactions: The BPMN extension must support the 

modeling of different IoT specific interaction types. 

4) Distributed data: The BPMN extension must support to 

arrange data distribution over several data storages 

(resources) of devices. 

5) Scalability: The BPMN extension must provide means to 

scalable model and execute processes independently of 

the number of involvement process components. 

6) Abstraction: The BPMN extension must support the 

abstraction of individual process components. 

7) Availability / Mobility: The BPMN extension must 

support means to express the availability of a process 

component. 

8) Fault tolerance: The BPMN extension must provide 

means to express the tolerable error rate of a process. 

9) Flexibility / Event-based: The BPMN extension must 

provide means for designing context-aware business 

processes. 

10) Uncertainty of information: The BPMN extension must 

provide means for expressing the uncertainty of process 

components 

11) Real-time: The BPMN extension must provide means 

for expressing real-time constraints. 

In principle, IoT BPMN extensions should satisfy these 

requirements. In this section, we will analyze BPMN2.0 and 

four extensions [3]-[6] for each requirement. 

A. BPMN 2.0 

First, we have to know the gap between the BPMN2.0 and 

BPMN for IoT.   

 
TABLE II: COVERAGE OF IOT CHARACTERISTICS BY STANDARD BUSINESS 

MODELING NOTATIONS 

IoT Characteristics BPMN 2.0  EEPC UML 2.3 

Entity-based Concept PARTLY NO PARTLY 

Distributed execution PARTLY NO PARTLY 

Interactions NO NO NO 

Distributed data PARTLY NO PARTLY 

Scalability PARTLY NO PARTLY 

Abstraction YES NO PARTLY 

Availability / Mobility NO NO NO 

Fault tolerance PARTLY NO PARTLY 

Flexibility / Event-based YES PARTLY PARTLY 

Uncertainty of information NO NO NO 

Real-time YES NO NO 

 

Reference [4] analyzed three kinds of modeling language 

for the requirements: BPMN2.0, eEPC and UML 2.3. Its 

conclusion stated that the most suitable state of the art 

approach in order to describe business processes that include 

IoT-technology and to match the IoT domain model was 

BPMN2.0. BPMN 2.0 provides coverage for more IoT 

specific properties than other approaches. Table II shows the 

result of analysis. 

As Table II shows, BPMN2.0 is partly satisfying the 

requirements of the IoT BPMN extension. That is because the 

characteristics of IoT are very different to traditional 

application architecture and service-oriented architecture. 

B. Entity-Based Concept 

There are many concepts in IoT Domain Model as Fig. 3. 

For satisfying this requirement, except Service and Virtual 

Entity, [3] provided four extra extended elements for BPMN: 

Actuation Task, Sensing Task, IoT Device, and Physical 

Entity, seen in Fig. 2.  For Service, reference [3] considered 

the Service Task of BPMN2.0 sufficient. But it did not have 

any discussion about why Virtual Entity does not need to be 

modeled. 

 

(a)

(b) (c)

 

Fig. 2. (a) Actuation task, (b) Sensing task; (c) Device; (d) Physical entity 
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Similar to [3], reference [5] tried to directly map the IoT 

Domain Model to the BPMN2.0 Concept. It then provided 

three extended Elements: Physical Object, Sensing Task and 

Actuation Task, seen in Fig. 4. 

 

Fig. 3. IoT domain model 

 

(a) (b)

(c)
 

Fig. 4. (a) Actuation task (b) Sensing task (c) Physical object 

 

There are only two extended objects that can map to the 

Domain Model in [4]. This is a notion of the EoI and its 

related Devices (ñEoI Device Stencilò) seen in Fig. 5. By 

these notations, the process modeler can describe the 

relationships between Entity and Device. 

 

 
Fig. 5.  EoI device and EoI 

 

 

Fig. 6. WSN task 

Although [6] is focused on WSN, it also proposed an EoI 

concept notation in its extension: WSN Task (Fig. 6). EoI is 

assigned in WSN Task and specifies the Physical Entity, 

where the WSN Task will execute. 

How many concepts that should be described in the 

process model is the key issue of this requirement. 

Concluding IoT Domain Model and extensions of references, 

we considered that there are six key concepts of IoT Domain 

Model that should be analyzed: 

1) Physical Entity: The Physical Entity is a discrete, 

identifiable part of the physical environment which is of 

interest to the user for the completion of his goal. So it is 

very important and must be described in Business 

Process Model as references we surveyed.  

2) Virtual Entity: Physical Entities are represented in the 

digital world via a Virtual Entity. There are many kinds 

of digital representations of Physical Entities, e.g., 3D 

models, avatars, data-base entries, objects, et al. That 

may be the reason why no references propose notation 

for Virtual Entity. For unambiguity between Physical 

Entity and Virtual Entity, Virtual Entity is not suitable to 

be described in Business Process Model. But for process 

automation, Virtual Entity may need to be specified in 

some elements of flow, as Task, Event, Gateway, et al. 

3) Sensor / Actuator: Sensors provide information about the 

Physical Entity they monitor. Actuators can modify the 

physical state of a Physical Entity. That means the two 

concepts are actions in IoT, so they can directly map to 

the Task of BPMN2.0. As other BPMN extensions, we 

considered that Sensor/Actuator must be described with 

Sensing/Actuation Task in the Business Process Model. 

4) Device: Devices are hardware and attached to Physical 

Entities. If needed, it could be presented in the Business 

Process Model to clearly identify the activities that have 

to run on which devices.  

5) Service: A Service provides a well-defined and 

standardized interface, offering all necessary 

functionalities for interacting with Physical Entities and 

related processes.  It can use Service Task of BPMN2.0 

to present. A Service Task is a Task that uses some sort 

of service, which could be a Web service or an 

automated application. Of course, it is no doubt that it 

must be described in Process Model. 

6) Resource: Resources mean software components that 

provide information about or enable the actuation on 

Physical Entities. Resources typically have native 

interfaces.  It can use Resource of BPMN2.0 to present. 

The Resource of BPMN 2.0 class is used to specify 

resources that can be referenced by Activities. These 

Resources can be assigned to Activities during Process 

execution time. 

C. Distributed Execution 

IoT-aware Business Process needs to be executed over 

distributed devices. Except reference [5], other references 

suggest BPMN extension should have a new kind of Pool and 

Lane notation to represent the Device. Reference [6] even 

proposed two kinds of pools, Intra-WSN Pool and 

WSN-aware Pool, to distinguish activities which are running 

in WSN or running on enterprise level system. 
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It is acceptable to use Pool or Lane to represent Devices 

and limit the activities in the pool or lane to only run on the 

specified Devices. 

D. Interactions 

All of the references we surveyed agree that BPMN 

extension should have a new kind of Task notation for IoT, 

like Sensing Task and Actuation Task, to describe the 

interaction situations as follows: 

1) Interactions between devices. 

2) Interactions between devices and enterprise level 

systems. 

3) Operations in Sensors and Actuators. 

E. Distributed Data 

The presented data is stored or accessed to be distributed in 

IoT. Reference [3] created a new notation: Real World Data 

Object/Store (Fig. 7). Reference [5] also created a notation: 

Physical Object. It not only presents Physical Entity, but also 

stores data. However, reference [4] and [6] considered that 

the existing Data Object of BPMN2.0 is already sufficient to 

describe the situation of distributed data. At that point, we 

agree that the existing Data Object notation of BPMN2.0 

already can present the situation of distributed data 

completely. 

 

(a)

(b)
 

Fig. 7. Real world data object/store 

 

F. Scalability 

Reference [3], [4] and [6] created new ways to emphasize 

the uncertain situations of Entity and Device. For example, [3] 

added a plus symbol in the collapsed version in the 

corresponding lane indicating that Devices operating in the 

process can be specified further. Reference [4] requested that 

the EoI has to be modeled as a standard annotation for each 

relevant activity in standard BPMN, whereas by extending 

the annotations to allow for 1..n relationships to activities. 

We can then explicitly describe how many EoI Devices are 

attached to the same EoI like Fig. 5. Reference [6] used the 

EoI of WSN Task to find the target entities at run-time. 

Most BPMN extensions agree that providing means to 

scalable model and execute processes independently of the 

number of involvement process components. 

G. Abstraction 

The BPMN2.0 already offers concepts to abstract activities 

as well as to higher-value activities. BPMN2.0 provides two 

ways for abstraction. First, depending on the process flow, 

parts of the process can be grouped into sub processes. 

Second, a selection of activities independently from the 

process flow can be grouped content-wise. We consider that 

the two mechanisms are already enough to present the 

abstraction. 

H. Availability / Mobility 

For Availability, it can be separated into two parts: device 

availability and data availability. Device availability means 

whether the device is working normally or not. If the device 

is not workable, process model should have mechanisms to 

handle this kind of error. Data availability means if the data is 

correct. Sometimes devices are workable, but the information 

it detects is out of its acceptable range. In order to execute the 

process automatically, smoothly and correctly, process 

model should have some mechanisms to handle this kind of 

situation. In [3], it already defined process ratios for Quality 

of Information (QoI). In [4], it proposed to define the 

accuracy of data on EoI notation (Fig. 5). But no extensions 

define the device availability. We consider that some 

mechanisms can handle and make the process move on, while 

devices or data are unavailable in the process model. 

For Mobility, only [3] created a pair of symbols: Mobility 

and Location-based presents Physical Entity or Device on 

mobile and on location-based. We must also consider to 

present Physical Entity whether Device is moving or not at a 

designed phase.   

I. Fault Tolerance 

For smooth business process execution, we consider that 

we must have fault tolerance mechanisms because there are a 

lot of devices that will be deployed in physical environments. 

Sometimes it cannot have any effects when some devices 

cannot work normally or when partial detected data is out of 

range. So in the business process model, we must define the 

fault tolerance definitions for devices or data. Reference [3] 

already defined process rations for Quality of Information 

(QoI). And [4] proposed to define the fault tolerance rate of 

data on EoI Device notation. 

In addition, the message flow in BPMN2.0 allows a more 

fault tolerant flow than the process flow as the transferred 

message will not affect activities of the previous device. 

J. Flexibility / Event-Based 

All notations of BPMN are designed to completely model 

all variants of the process flow before the process is executed. 

None of the notations offers tools for flexibly changing the 

process during run time.  

A process may vary depending on activities and events 

occurring during the execution and thus follows a certain 

flow of the possible modeled process and data flow. Using 

BPMN2.0, different types of events can be represented (e.g. 

message and time events). Depending on an event, a process 

flow can be started or influenced and a process can trigger a 

new event, whereby further processes can be started.  

BPMN 2.0 is already sufficient for the requirement. 

K. Uncertainty of Information Abstraction 

All considered notations provided the opportunity to 

model branches, and thus verifies the correctness of 

individual information by using error detection mechanisms 

or starting an error handling. However, the information 

accuracy strongly differs according to the respective device 
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or resource. Depending on the description of the information 

source, the business process could be modeled differently. 

We consider that this should define the accuracy of 

information in the model as the Process Ratios defined by [3]. 

L. Real-Time 

With the help of different time-based events (start event, 

intermediate event, end event), BPMN2.0 enables taking into 

account the already in the modeling some real-time 

restrictions of IoT-aware business processes. But we 

consider that may need to provide some specific events for 

IoT, like a Device Error Event.  

 

III. RESTRUCTURING BPMN EXTENSION FOR IOT 

Based on the analysis results of IoT requirements and 

BPMN extensions and the six key concepts we tried to give, 

we abstracted a suitable notation or presentation and can let 

them satisfy these requirements. Table III shows the matrix 

of the satisfying relationships of concepts and requirements. 

 
TABLEIII: RECONSTRUCT BPMN EXTENSION 

Requirements IOT  

TASK  

P.E. V.E. 

(EOI) 

DEVICE SERVICE RESOU

RCE 

Entity-based Concept д д д д д д 

Distributed execution д д д д д Ҷ 

Interactions д д д д д Ҷ 

Distributed data д Ҷ Ҷ Ҷ д д 

Scalability д д д д д д 

Abstraction д д Ҷ д д Ҷ 

Availability / Mobility д д Ҷ д д д 

Fault tolerance д Ҷ д Ҷ д Ҷ 

Flexibility / Event-based д д Ҷ Ҷ д Ҷ 

Uncertainty of  Info. д Ҷ д Ҷ д Ҷ 

Real-time д Ҷ д д д д 

д:Related; Ҷ:Unrelated 

 

A. IoT Task 

1) Presenting with sensing/actuation task 

In IoT Domain Model, sensors and actuators are interfaces 

between physical and cyber environments. Sensors can detect 

the physical environment and actuators can change the state 

of physical environment. So, they are suited to be presented 

by Task class notation of BPMN, as seen in [3], [5] and [6]. It 

is separated into two kinds of Task: Sensing Task and 

Actuation Task. The characteristic of an IoT Task is as 

follows: 

Same as the Service Task of BPMN2.0, Sensing/Actuation 

Task is a Task that uses some sort of service, which is 

provided by a Sensor/Actuator. We consider that these 

services can be searched by Virtual Entity (Fig. 8).  

2) Describing distributed execution by pool/lane 

To describe the distributed execution situation, IoT Task 

can be included in different Pools or Lanes. It means that the 

IoT Tasks run in/on different Physical Entities/Devices. At 

run time, process execution engines can refer to the process 

model and call specified sensors or actuators in/on distributed 

Physical Entity/Device. 

 

 
 

Fig. 8. IoT information model 

 

3) Describing the interactions with sequence/message flow 

To describe the interactions, IoT Task can connect with 

Sequence Flow or Message Flow to describe the interactions 

between different Physical Entities and Devices. 

4) Describing the distributed data by Data Object 

To describe the distributed data, IoT Task can connect by 

Association to Data Objects where the data is stored and 

accessed. 

5) Describing scalability by EoI in IoT task 

To describe the Scalability, we consider IoT Task to have 

an EoI attribute as [6]. Modelers can assign or give a 

searching logic for Virtual Entity. At run time, process 

engines can search and get the candidate Virtual Entities. 

Then IoT Task can connect to the services by Virtual Entities. 

For example, they can access the temperature of all Rooms on 

Floor 5. 

IoT Task still can use the Multiple and Loop markers to 

present the Task and have multiple instances to execute or 

will just execute in loop cycle. 

6) Describing for availability and fault tolerance 

To make IoT Task that cannot be affected by partial 

unavailable devices or data. We suggest that IoT Task should 

be assigned availability rates and quality of information 

definitions. At run time, IoT Task can refer to these 

definitions to decide if the task can finish or needs to issue 

some events for exceptions handling. 

Open Window

Window:[All]
Get Temp

Room: [Moon]

(a) (b)

100%

20%

Availability Rate

Fault Tolerance 

Rate

Task Name

EoI

80%

0%

 
Fig. 9. (a) Sensing task; (b) Actuation task 
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B. Physical Entity  

1) Presenting with pool or lane 

For Physical Entity, we suggest that the process model has 

to describe the interactions between activities and Physical 

Entity. We suggest using Pool or Lane to present Physical 

Entity. 

Depending on IoT Domain Model, there are devices 

attached in Physical Entity. So we suggest using Lane to 

present the device which is attached in Physical Entity (Pool). 

At the same time, Physical Entity also can include other 

Physical Entities. So we suggest to also use Line to present 

Physical Entity. That means there are Physical Entities (Lines) 

included in a Physical Entity (Pool). Enterprise level system 

can be a device for a Physical Entity. 

When the same kind Physical Entities, Room for example, 

will affect to each other, we suggest that it should describe 

the Physical Entities with different Pools (independent) or 

Lanes (dependent). 

2) Describing the interactions with message flow 

To describe the interactions of Physical Entities, we 

suggest using Message Flow to describe the interactions 

while the Physical Entities have independent relationships. If 

the Physical Entities have hierarchical relationships, we 

suggest using Sequence Flow to describe the interactions. 

C. Virtual Entity (EoI) 

1) Donôt present in process model 
Physical Entities are represented in the digital world via a 

Virtual Entity. There are many kinds of digital 

representations of Physical Entities. But if Virtual Entity and 

Physical Entity are described in process model at the same 

time, it may make the reader confused. For the consistency of 

the process model, we suggest to not give any notations for 

Virtual Entity. It can still play a very important role for 

process automation.  

2) Help for scalability of process 

Through Virtual Entity, Task, Event and Gateway et al. 

one can access the Attributes and Services of Virtual Entity 

as seen in Fig. 8. It is very helpful for scalability of process. 

D. Device 

1) Presenting with lane 

For the Device, we suggest that the process model has to 

describe the interactions between activities and the Device. 

We suggest using Lane to present the Device. 

Depending on IoT Domain Model, the Device can attach 

onto another Device. So we can use Lane to present a device 

which is attached in another Device (Line). 

2) Describing the interactions with sequence/message flow 

To describe the interactions of Devices, if the devices are 

attached to different Physical Entities, then we can use 

Message Flow to describe the interactions. If the Devices are 

attached in same Physical Entity or in hierarchical Physical 

Entities, we can use Sequence Flow to describe the 

interactions. 

If there are multiple same Devices, they will appear at run 

time. It can describe a single process if the Devices donôt 
affect each other. If the same Devices have influence to each 

other, the devices have to separate into different Lanes. 

E. Service 

1) Presenting with service task 

If service is provided for enterprise level system, such as 

the ERP system. The BPMN2.0 already provided a Service 

Task notation for modeling. In the Future Internet, Sensors 

and Actuators are very possible to have service interfaces to 

report sensing data and do any actions. But using Service 

Task will make the sensing, actuating and service ambiguous 

in the process model. So we suggest providing Sensing Task 

and Actuation Task. 

F. Resources 

In IoT Domain Model, Resource means software 

component. The Resource of BPMN2.0 is used to specify 

resources that can be referenced by Activities. It is sufficient. 

 

IV. DEMONSTRATION 

We used the concepts we abstracted to describe a scenario 

for demonstration like Fig. 10. The process model is a room 

temperature automation control and security management for 

intelligence building. There are four Physical Entities: Floor 

5, Room Moon, Repairers and Security Management System.  

Floor 5 includes Room Moon. Repairers and Security 

Management System are independent. 

There are several temperature sensors attached in Floor 5. 

There are several temperature sensors and window actuators 

attached in the Room Moon. At the same time, there are some 

temperatures sensors that are shared for Floor 5 and Room 

Moon. 

The process model describes that every 15 minutes the 

process will be triggered. Then, a Sensing Task will be 

invoked. The mission of the Sensing Task is to get all 

temperature data from sensors into Floor 5. We can set a 

service to Sensing Task by a Floor concept of Virtual Entity. 

The Sensing Task will get whole floor temperature data by 

the service and compare all data for fault tolerance at run time. 

We set availability rate of the Sensing Task at 80%. If there 

are less than 20% sensors out of work, it is acceptable for the 

Sensing Task. And we set fault tolerance to 20%, so the 

Sensing Task can accept the temperature data beyond 20% of 

the range defined in QoI definitions. 
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Fig. 10. Floor and room temperature controlling process 



  

If the floor temperature is less than 28҉, then the process 

will end. If the temperature is more than 28҉, the process 

will keep going and detect the temperature of the Room 

Moon. The same scenario of temperature detecting will be 

processed again. But the physical entity is different; the 

interactions should be described again. If the temperature of 

room is more than 28҉, the process will invoke an Actuation 

Task to open windows in Room Moon. 

In the Actuation Task, EoI is set to Window [All]. That 

means the Virtual Entity is a concept of a Window and covers 

all windows of Room Moon. And the mission of the 

Actuation Task is to open up all windows of the Room Moon. 

For availability and fault tolerance, the Task can accept less 

than 20% window actuators that are out of work. If more than 

20% of window actuators are unavailable, then an Error 

Intermediate Event will be raised, then a message will be sent 

to notify mobile Repairers. 

After opening all windows of the room, the process will 

send a message to Security Management System for a higher 

security level through a Message End Event. 

 

V. CONCLUSION AND FUTURE WORK 

In this article, we abstracted six concepts, IoT Task, 

Physical Entity, Virtual Entity, Device, Service and Resource 

from IoT Domain Model and referred to other BPMN 

extensions. Based on the analysis results, we proposed a 

consolidated requirement that is a satisfying solution for 

BPMN for IoT. As for the next steps, we will continue toward 

the following directions. First, we will verify the 

presentations with various IoT scenarios; we will try to find 

out the problems of unambiguity and fix it. Second, we will 

try to develop the meta-model for these notations and 

modeling tool based on BPM open source software, e.g. 

jBPM. Then put our BPMN extensions in the tool. Third, we 

will integrate the tool with Virtual Entity storage and we hope 

we can provide a more user-friendly, easy and intuitive 

IoT-aware Business Process Modeling tool. 
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